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Abstract

In this paper we present the thesis that digital signatures failed to meet the expectations set in their success because of a
"cultural gap". This"cultural gap" exists between the needs of the people living in cyberspace and the assumptions of the
advocates of digital signatures. In our research we try to identify this "cultural gap". Therefor we investigate different
areas of technology-based social interaction with and without authentication and identification.

We discuss three case studies from our recent research: The Japanese culture of seals; The role of seals and signaturesin
the Middle Ages. Following the historical description of the means and constraints of identification and authentication we
make the step into the cyberspace and discuss the needs of identification and authentication in the virtual world with the
example of ‘ebay’.

We go further and show new directions in governing legal identities in the cyberspace. Our summary goes that the use of
digital signatures makes sense - in some contexts. Other contexts of human activities in the cyberspace simply don’t need
strong authentication in the way digital signatures provide it: A well-tempered risk management strategy within an self-
regulated environment does the job and allows people to cooper ate successful.

Note: This paper contains the full version of the presentation given a the Information Security Solutions Europe
Conference (ISSE) 2000 in Barcelona on September 28, 2000.
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Survey and Introduction

In the EuropeariJnion thefirst laws on Digital Signaturesvereenactedsometime ago.The oncehigh expectationsn the suc-
cessof thedigital signaturehavenot beenmet. Digital signatureglo not play a significantrole neitheron theinternetnor else-
where. Thorough examinations lead us to recognize at least three levels of difficulties:

[0 Issues of regulation and governance

The choserlegal,technicalandsocialinstrumentglo not provideadequateneansThe currentstateis far awayfrom good
governance. Digital signatures lack broad implementation and application.

* |ssues of user acceptance
Cultural constraintshavein far beenoverlookedyet - with more constraintdn the one culture andlessin the other.For
examplethe concepbf ‘identity’ is a culturalconstructOntheinternetfor exampleonecanhavemorethanasingleiden-
tity. An approach to governance of identities has to respect this fact.

* |ssues of long term stability and reliability
Long term stability andreliability requireboth useracceptancand «goodgovernance»Onewithout the othermustfail.
We maythink of ‘long termstability’ asof ‘long termusability’. A signaturehas‘long termreliability’ if it keepsits reli-
ability over times even under changing conditions.

We present the following thesis:

The high expectations in the legislation of digital signatures have not been met due to regulative
incompatibilities and cultural misunderstandings. Large parts of our society do not provide the cul-
ture that digital signatures according to law require to be successful. That is even more true on the
internet.

We try empirically to substantiatehis thesis.The chosenexamplesprovide cluesto the variety of possiblesolutionsto the
problemof «governingidentities».Solutionsdo not haveto be of legal nature.The different casestudiesshowthe dependen-
cies of the solution on their cultural constraints Successfukolutionsrespectheir constraintsandimplementmore thanjust
technical and/or legal approaches.

From our research we present three examples of the historical and contemporary practice..

O Ourfirst exampledescribeghe Japaneseulture of sealsandits rootsin history. In Japansealstogethemwith registration
certificatesplay therole thatsignaturegplay in Europeandalmostall othercountries.This situationis well suitedto adopt
digital signatures.

*  Our secondexamplesketcheghe historicalancestor®f handwrittensignatureson paper,and how signaturesuperseded
the older system of seals.

*  In ourthird examplewe turn towardsthe internet.We examinethe role legal identitiesand social self-regulationplay at
‘ebay’. ‘ebay’ is the largestauctionplatformin the world, not only on the internet.[1]‘ebay’ enablesa multi-billion dollar
business without digital signatures.

We canlearnfrom the exampleghat socialinteraction-evenlegal interaction-is possiblewithout strongauthenticatiorand
identification. We emphasize that human interaction on the internet is more than commercial interaction.

The promisingexampleof Japanmay be proof of the thesisthatdigital signaturesasa meansof identificationandauthentica-
tion areappropriatevherethe culturalis familiar with comparableneansThe old cultureof sealsin Japarsuppliesa suitable
groundto build on. It takesonly a smallstepto go overfrom sealsandcertificateson paperto sealsandelectroniccertificates.
The Japanese enthusiasm for new technologies gives an advantage, t00.[2]

Our researclygive ushintsthatthe situationon the internetshowssomesimilaritiesto the medievalculture. The circumstances
in the Middle Agesandthoseon the internethavein commonthat nationalbordersdo not exist. Competinglaws andrulesare
appliedto differentaspect®f live. Thereis no suchthing asa unigueidentitiy out of context.The infrastructures somewhat
unreliable. Most activites take place in communéiedth rules of their own. Centralized regulation is an exception.

In the Middle AgescontractinginvolvedwitnessesThustherisk of administrativefailure wasspread The memoryof the wit-

nessegprovidedsufficientlong termreliability. The ideaof havingwitnessego assistcommercialtransaction®n the internet
might be worth of further discussion:ebay’ implementeda systemfor witnessingof reputation.That systemis the basisof

self-regulation inside the ‘ebay community’. To us, ‘ebay’ seems to be an example of ‘good governance’.

1 we use the term "community” to point to the similarities between the medieval social structure and the "Virtual Communi-
ties" described first bidoward Rheingold[3].
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We conclude with two recommendations:
1. More attention should be given to the strengths of the community concept and its culture.
2. Before digital signatures can succeed, an appropriate culture has to be developed.

Onethingis to pointto: The meaningof termssuchasidentity andauthenticity changeovertimes. Thatshouldnotbeneglect.
Not everyperiodof time hada concepiof identity or authenticity.Or evenif therewassucha conceptthe meaningcould have
beenstrictly oppositeto our modernappreciationOne shouldkeepthis in mind if in the following sectionsidentity and au-
thenticity are used sometimes in an unfamiliar way.

First Example: Seals in Japan

Introduction

In Japarsealstakethe placethatsignaturesavein our culture.In thefirst partof this sectionwe describethe contemporary
use of seals in Japan. The second part gives a short historical survey.

Today sealsin Japanplay the role that signaturesplay in other countries.Official documentsare sealedinsteadof being
signed.Passportaresealedasareall otherdocument®f every-daybusinessThe sealsaremadeof differentmaterialsandthe
use is that of a stamp, i.e. the seal is pressed on the paper.

A significantdifferenceto our signature-baseauthenticatiorsystemis thata persorhasmorethanonesealatits disposal The
use of the different seals depends on what is to be sealed. The context dictates the choice of seal.

Types of Seals in Japan

The mostimportantsealis the'jitsu-in’. The‘jitsu-in’ is a personakeal.lt is appliedin all official matterssuchasdocuments
attested by a notary, estate affairs, the registry of marriage, in credit matters etc.

Beforea'jitsu-in’ canbe appliedit needgo beregisteredwith the local registrationauthority. The registrationconsistsof the
escrowof asealprint on a paperandthe presentatiorof the personaidentificationcard. Theregistrationauthoritysuppliesthe
applicantwith an official certificate. The sealand its accompanying:ertificate constitutethe Japaneseomplementto our
handwrittensignature A humanbeingis allowedto registernot morethanonesingle‘jitsu-in’. Otherpersonalkealsare not
officially certified.

According to its importancein legaltransactionghe ‘jitsu-in’ sealhasto be keptin a secureway. The onewho hasthe seal
and the certificate at his disposal is able to do every legal transaction in the name of the owner.

A legalpersonasfor examplean enterpriseownsa similar seal,the ‘kaisha-jitsu-in’. An additionalseal,the ‘sha-in, is nec-
essary to register the enterprise.

As we mentionedabovea personowns more than one single seal. Dependingon the characterof the transactionthe owner
chooses the appropriate seal:

O For usual business on the banlgmko-in’ is employed. Enterprises use théiaisha-ginko-in' instead.
O Receipts for letters or parcels are sealed withrthisome-in’.

0 Thesocalled'split-seal’,the ‘wari-in’, is appliedon documentsonsistingof severalpages.The sealis pressecimulta-
neously on two pages of the document.

0 There are more seals with a special meaning. Even seals for a certain kind of fun exist.
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Japan: The Modern System of Seals (since 1868)

The sealsare madeof different materials.The really importantseals(the ‘jitsu-in’, occasionallythe ‘ginko-in’) are hand--
made.Thustheyareunique.Thelessimportantsealsareindustrialproductsof diffent quality. Suchsealscanbe purchasedor
a small amount of money ‘just around the corner’.

The importantsealsare madeof ivory, the horn of the water-buffaloor ebony.The ‘jitsu-in’ bearsthe symbolof his owners
name. The symbols for the other seals can be chosen freely.

Some remarks on the history of Japanese seals

Both our modernsignaturesandthe Japanessealshavea commonancestorThe Mesopotamiarseal.In the 4th millennium
BC sealswerein introducedin MesopotamiaThesesealswere pressednto the unburnedclay of the ‘documents’.After the
burning they were unremovable and thus authenticated the document.

From Mesopotamissealsfound their way into the Chineseadministration.This wasthe sametime whenthe Chinesewriting
evolved.Japanearnedthe useof sealsfrom the ChineseThe oldestJapanessealwe know of is a Chinesesealmadeof gold.
In 57 AD it wasgivenasa gift to the Japanesemperotby the Chineseemperor Sinceabout550AD sealshavebeenproduced
in Japan.This ageis alsoknown as ‘borrowing from China’. The import of the Chinesewriting is anotheraspectof this cul-
tural influence.

The whole Japanesadministrationvasreformedaccordingto the Chinesemodel. This so called‘taika reformation’startedin
the year701 AD. By thata hierarchicalsystemof sealsrepresentinghe hierarchyof powerwasintroduced At this point we
can see a similarity to the system of seals with power that was in use in the medieval Europe.

In Japan the ancient system of seals was organized in four layers:
0 The 'nai-in’ was at the top. It was the seal of the emperor.

0 Below it wasthe‘ge-in, the nationalseal. The ‘ge-in" wasappliedto official documentf the governmentlt stayedin
use until today. Some special documents require the use of this seal even today.

0 On the next level below was thehoshi-irn. It was used in the state administration.

O The 'shokoku-in' belonged to the lowest layer. Its field of application was the provincial administration.
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Government
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Province Province

Japan: The Imperial System of Seals (701-1870 AD)

‘shoshi-in’
Sate

All these seals were emitted by the imperial court. The use of other seals was prohibited.

After theimperial systemof sealsgainedauthorityandtrustit becamequite usualto usesealsasa meansof authenticatiorand
authorization.In spite of the prohibition more and more institutions had their own seals.Such institutions were temples,
shrines, counties, villages etc.

Within the periodof 800-1200the powerof the emperorerodedandshiftedto local rulers.A systemof independensealssub-
stituted and complementedhe hierarchicalsystemof the imperial seals.Despitethis developmenthe imperial systemnomi-
nally kept its position until 1870.

For a shorterperiodof time signaturecamein use.The signaturediadthe advantageo be moreindividual. They could serve
asameansof individual expressionA ‘kao’, astheywerecalled,couldtransmitthe powerof awarrior for example A warrior
made strong and thick strokes to sign. Members of the court painted thin and elegant lines.

Very sophisticategignaturesverepainted.As onecanimaginesuchsignaturesequireda reasonablamountof work. Instead
of paintingwith the usualpaintbrushesgverytime a documentvasto be signed,sealsweremadebearingthe imageof the sig-
nature. Kaos as a means to sign got out of fashion and were substituted again by seals.

A curiosity shouldbe mentioned Between1600and 1868a systemof biometricsealsservedin mattersof foreigntrade.The
imprint of a fingernail (‘tsume-in) wasusedto authenticatthumanbeings.Even personsunskilledin the Japanesevriting
could usethis system.The possibilitiesto distinguishpeoplethroughsuchfingernail sealsseemso havebeengoodenoughfor
the times.

With the ‘meiji-reformation’ of 1868 administrative Jegal, political and scientific achievement®f the westernpowerswere
introducedto JapanTheimperial systemof sealshatwasformally still in forcewassupersedetly the modernsystemof seals
and registration described at first.

Latest developments

The Japanesidustryandgovernmentakeeffortsto transmitthe establishedystemof differentsealg(with andwithout regis-
tration) into the world of electroniccommerceTherearelegal developmentandtechnologicakexperimentghat point to this
direction. Tentativelythe registrationcertificatesare storedon a magneticcardand canbe usedin combinationwith thereal
seal. From patentapplicationsof newerdate (for example:U.S. Pat. 5,689,567 Electronicsignaturemethodand apparatus)
one can conclude that part of the research is directed to the transmission of digitized seals into the internet.

Conclusion

The establishedsystemof sealsis going to be adaptedo the new requirementsnsteadof being supersededTlhe systemin
force with its seals and certificates is well suited to adopt digital signatures. The success is likely.

Resources: [2], [18]

Second Example: Seals and Signatures in the Middle Ages

Apart from the internet,handwrittensignatureon papersaretoday’smostacceptedneansof authenticationAt leastwe can
say this aboutthe Europearcultureandthe areasnfluencedby it. If we wantto understandhow this happenedve haveto go
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back in history. The cornerstonesanbe identified in the Romanlaw andits medievalreanimationunderthe conditionsof a
system of competing powers.

In the early times of the Romanempire sealsand withessesvere employedto authenticatdegal transactionsand contracts.
Legal documentswith respecto a legaltransactionwere sealedand carriedthe namesof the withessesif they were madeat
all. Only a few legal transactiongequiredlegal documentationMost transactiondad the characterof symbolic acts. Wit-

nesses observed the act and later, in case of an argument, the withnesses were called to testify.

In the classicperiodthe Romansmadewritten documentation®f legal transactionsin many casesnotarieswereinvolved.
Different typesof documentsanbe distinguishedthe ‘notitia’, the ‘chirographum’andthe‘carta’. The concreteuseof either
depended on the respective kind of contract.

Legal documentsvere signedby the partiesto the contract.In manycaseswitnessesuchasnotariessignedthe contracttoo.
And oftenwitnesseswvere presento signthe contract.A prerequisitevasthat enoughpeoplewere ableto read,write andto
distinguish the handwritingof different personsin the caseof an argumenthat wasof greatimportance Despitethe useof
signatures sealsdid not losetheir importance Ratherthey were usedin combinationwith the signaturedo authenticatehe
documents.

After afew centuriegshe Romanculturedeclinedandfell into poor conditions.The empirebrokeinto partsandtheimmediate
influence of the Romanlaw decreasedDuring the last centuriesof the Romanempiretheilliteracy grew. Signaturedost im-
portance.Sealsas an instrumentthat is useful evenif oneis illiterate stayedin use.But the scopeof applicationbecame
smaller.

With thetransitioninto the early middle ageonly the highestoffices, i.e. churchoffices andthe royal chanceriesyusuallylead
by clerics kept the Roman knowledge of written contracts. They served as readers, writers and translators.

The Merovingianswerethelastliterateemperorof the early Middle Ages.Thefollowing medievalkingswereunableto write
and usedsealsto authenticatelocumentsThe early CarolingianemperoraisedRomanengravedjemsasseals A sealusually
was not coupledto the identity of its owner. Insteadit was coupledto its role and position, to its ‘person’ in the antique
understanding.[4] Since there was nothing like a state or a central administration there was no single way of identification.

To identify a humanbeingmeantto asksomeonevho did know this person.Peoplehad no last namesduring the early and
high Middle Ages. The documentatiorprocesscould not be build on a reliableidentification processyoing beyondquestion-
ing. Immediateexecutionof alegaltransactiorwasthe safestway. And sealedegal documentservedonly asa meansof for-
mal reminder of the legal transaction.

Sealshada kind of powerto authenticateThis powerderivedfrom the ‘person’ (role) of its owner.The morepowerthe ‘ per-
son’ wasassociatedvith the more powerthe sealbore. To authenticatevery importantdocumentssery powerful sealswere
necessarySuchsealswere producedby theroyal chanceryor the episcopakhanceriesWithout oneor more powerful sealsa
specific document was not authentic.[5]

The systemof different sealswith different powerreflectsthe confusedsituationwith respectto power,rights andlaw. The
system corresponds in a way to the imperial system of seals and the competing use of local seals in Japan.

In thelaterhigh Middle Agescities startedto evolve.The growing municipalproductionin the nextcenturiesbroughtalonga
greatdiversity of products.Tradeprofited from this diversity. Trans-Europeachannelsof distributionwere establishedThe
communicatiorandthe administrationof traderequireda written documentationTo learnto readandwrite lost exclusivity at
first in the cities. The useof sealswasno longerreservedo the chanceriedbut becamea commonmeansof authentication.
Sealswereappliedto contractsgoodsandpropertiesThe pictureshowsthe spreadingof seals throughoutthe medievalsoci-
ety.
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The spreading of Seals in the Middle Ages
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The seals’uniquequality to beidentifiableevenif oneis illiterate supportedheir successwith the beginningof the 14thcen-
tury sealswerean ubiquitousmeansof authenticationA sealno longerhadpowerof its own. A sealsimply wasthe tool of
someone to authenticate a document.

Since the transitionfrom the late Middle Agesinto the Modern Times a person’snameand handwrittensignaturehave be-
longed together. We still use this system. That's a period of about 500 years.

Sealshavebeencontinuouslyusedfor morethantwo thousandyears.The contemporarform are stamps.Today, signatures
are of greater importance for us.

Summary

Sealsasa meansof authenticatiorprovidedamazingong-termstability. Theykeptthe propertyto be of valuein legaltransac-
tionsindependenthof the changingsocialstructuresThey survivedall radicalchangesSealswere easilyadoptedo new so-
cial, administrative and legal requirements. They provided fall-back security in times of illiteracy.

Signatureshavea significantly shorterhistory. Theyrequirea higherlevel of literacyto be of value.Signaturesrebasedon a
conceptof ‘identity’ whereeachhumanbeinghasa uniqueidentity. Written contractswith signatureon paperareusedin a
society with a sophisticated legal system.

Authenticationhasto do with power.Socialenvironmentswith a hierarchicalsystemof poweras our modernstatesprefera
single systemof identification.A systemof competingpowersasit existedin the medievalEuropeprefersauthenticatiorwith
witnesses (to testify the subject), instead of identification.

Resources: [4], [5], [6], [7], [8], [9], [10]
Third Example: ‘ebay’

‘ebay’ as an e-business community

We startwith a shortdescriptionof ‘ebay’, andhow to participatethere.We havechosen'ebay’ asan exampleof how com-
mercial activitiescantake placeon the internetwithout absolutelyreliableauthenticationln our investigationwe focuson the
seller-buyer relation. We investigate how trust is enabled in the auction process.

‘ebay’ is the largestcommercialauctioncommunityon the internet.[1] Peopledistributedall over the world can sell goods
with ebay’shelp.‘ebay’ itself doesnot sell anything.Ratherit suppliesa platformto help usersmakecommerciakransactions
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reliable. The way goodsare sold is by auction.The platform ‘ebay’ maintainsstoresall the necessarynformationaboutthe
seller and the bidder to give a sufficient basis of trust.

Registration

How do transactionsakeplace?At first the sellerhasto registerwith ‘ebay’. To be allowedto registera sellerhasto give the
following information about himself[12]:

O Email address.

O Full name.

O Postal address.

O Phone number.

0 Additionally a credit card number is required to charge the selling fees.

Otherinformationis optional. This datais not checkedin a hardway’. Certainlythe emailaddres$asto bevalid. Otherwise
the selling process is disabled.

The sellermay choosea pseudonynio be used.Otherwisehis emailaddresaill appeaiin thetransactionsAfter theregistra-
tion the seller chooses the section on ‘ebay’ were he wishes to place his offer.

Offer, bid, sale

For everyoffer at ‘ebay’ thereis aninitial fee betweer25 centsand$2 dependingn the openingbid the sellerrequestslf the
seller is successfulnd sells his goodshe hasto pay a secondfee. The amountdepend=on the final salesprice. It usually
ranges between 1.25% to 5%.[13]

After the supplierhasplacedhis offer he canwait for the result. Every bid is valid for alimited periodof time. After the bid-
ding time passedy the bidderwith the highestbid haswon. He getsan email of ‘ebay’ that notifies him abouthis success.
Now boththe sellerandthe bidderhavethreedaysto agreeon the termsof paymentanddelivery. A commonway is to pay
cash and send the money by mail. Payment with credit card is also quite usual.

As thesellerhasto registerbeforeheis allowedto makehis offer a potentialbidderhasto registerbeforehe maybid. A bidder
registerssimilarly to the sellers.The supplyof a creditcardnumberis only requiredif the biddergivesan anonymousmail
address(with yahoofor example).Oncea bidderis registeredasa memberof the ‘ebay’ communityhe may take partin as
many auctions as he wants to.

The procesof offer, bid andsaleis quite simple andthere’snothing mysteriousaboutit. The whole processwvorks without
involvement of any official authority.No oneis askedto checkfor the validity of the given namesor addressesThereis no
preselection or real identification of the participating parties. But it works.

‘Built-in trust’

What arethe mechanismshatestablisttrustin the process™ shortonecanremarkthatthetrustis enabledoy the memoryof
the system.The ‘ebay’ platform storesinformationaboutthe transactionsThe sellerandthe biddergive feedbackabouttheir
deal. The feedback of both parties is stored and becomes part of the ‘ebay’ history of the respective party.[14]

The storedhistory allows everybidderto form anopinionaboutthe supplierin advanceof theintendedransactionHe doesn’t
form his opinion basedon securitybut basedon probability. A bidderjudgesfrom the storedexperience®f otherbiddersand
perhaps from his own. ‘ebay’ supports this forming of opinion and expectation with the following information:

Feedbackis classifiedinto one of three categoriespositive, neutraland negativecomment.The feedbackis shown sum-
marizedoverthe pastsevendays,the pastmonthandthe pastsix months.A biddercanfor examplereadthatthe suppliergot
301 positive commentsand no neutralor negativefeedbackwithin the pastsix months.Also he getsthe informationthat the
supplierhasanoverallfeedbacki.e. a history) of 1189positivefeedbackd$rom 666 differentusersin contrasthe got 3 neutral
andtwo negativefeedbacksFeedbaclkasa standardizedorm of a symbolandpossiblya few informal words.lIt is possibleto
investigate what the supplier offers besides (at ‘ebay’) and at which price.

All theinformationoneis ableto gathergivesonea solid basefor risk-benefit-analysign advanceof a transactionThebidder
knows the price heis willing to pay.He knowswhat's at stakeif thetransactiorfails andhow chancesrethatit will fail. The
storedpublic opinion giveshim a reliable basisfor business:ebay’ promisesto not deleteany reasonableommentfrom its
databases. Exceptions (through law enforcement for example) are reasonably specified.

Failure management
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In the caseof afailure without abuseebay’ providesa disputeresolutionservice.The opinionsaboutwhathappenda failure
or abuse-smay differ betweerthe parties.A neutralmediatoris of greatvaluein suchcasesA disputemay showin differing
commentsof sellerandbidder. The onewho often causedisputeslosesreputation.Therebyhis reputationfor businesgets
weakened in the (stored) public opinion.

Abuseleadsto negativefeedbackOnemaytry to frauda few times.The negativecommentsf the deceivedbiddersgetstored
for all time asa warningsign. Who will do businessvith someonavho bearsthe signto be a fraud?Who wantsto buy any-
thing from a person without reputation? One loses its commercial basis if one fails to meet the expectations of the customers.

‘ebay’ supportghe victims of misusewith its so called‘SafeHarbor'facilities.[15] [It shouldbe notedthat‘ebay’s’ ‘SafeHar-
bor’ facilities are something else than the ‘Safe Harbor’-principles for data protection that the EU and the U.S. agreed upon.]

Initialization

The attentivereadermay havenoticedthat thereis aninitial period of time were a newcomendacks a history. It takessome
time to build reputation. The question is how one is able to start his business at ‘ebay’ without reputation.

‘ebay’ offers two appropriate features[15]:

* An escrowservice.Thisis not free of charge The buyergivesthe moneyto the escrowagent.The he receiveshis order.
After the buyer gave his approval the seller gets the money from the escrow agent.

» An assurance of $200 refund (less $25 dollars deductible) in the case of a failed transaction. This is free of charge.

Both featuresgive the buyersupportin his personakisk managemenstrategy.The unknownselleris enabledo gainreputa-
tion andthusto takepartin the ‘ebay’ community.And the buyeris ableto estimatethe probableprofit’ from thedeal.He can
compare the possible profit against the possible maximum loss. This personal cost-benefit-analysis gets support from ‘ebay’.

Summary

Obviously ‘ebay’ is a platform for electronicbusinessn the internet.It works without strongauthenticationinsteadthe his-
tory of thebusinesgpartnerss availablefor examinationn everycaseof a newcommercialtransactionTrustdependsn the
expectationof the partiesto be successfulPersonatisk managementdealswith the assumptionsf lossandhow to proceed
with." ebay’givesthe partiesareliablebasisto weighup. In away we cancomparethe ‘ebay’ communityto theinhabitantsof
a village or smallwho that know eachother.‘ebay’ enableghe social control and self-regulationof its ‘inhabitants’. Thusit
can refrain from perfect control and governmental authority.

The authors are not affiliated with ‘ebay’. We chose ‘ebay’ as one of the best known commercial websites on the internet.

Resources: [12], [13], [14], [15], [16]

The cultural gap
The cultural gap that we mentioned at the beginning has two faces.

Thereis a culturalgap betweerthe materialculture of writing andthe virtual world of electroniccommunicationThe hand-
written signatureof the materialworld cannotbe comparedo thedigital signatureof thevirtual world. Theyareof completely
different nature. Both belong to different cultures.

To stress out some of the most obvious conflicts (without preference):

*  Handwritten signatures are of material character. They support both strong identification/authentication and ‘fuzzy’
identification/authentication. Thus they enable subtly differentiated risk management strategies in transactions.

Digital signatures are of virtual nature. They don'’t support ‘fuzzy’ identification/authentication. They disable subtly dif-
ferentiated risk management strategies.

*  Paper with signaturesand/or seals as a means to authenticate legal transactions has developeahditides of uncer-
tainty and doubt. A signature or a stamp is subject to uncertainty and interpretation. Our social structures are adapted to
these conditions. They suppdequate risk management structures. They tolerate errors and mistakeslt(s a feature,
not a bug!'’)

Digital signature infrastructures still fail to implement similar appropriate risk management structures. Such infrastruc-
tures (PKI's for example) are operated and used by humans and thus are unable tanaéetainty and doubt. Mis-
takes and errors do happen. One should be able to cope with.

*  Handwritten signatures are efficient. It only takes a paper and a pen to sign within a few seconds. Everywhere, every
time.
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Digital signaturesin their available manifestations are inefficient. If the exchange of electronic documents is more ef-
ficient that's due to its digital nature and not because of digital signatures are applied.

* A genuine signaturecannot belong to more than one unique human being. That is inherently impossible. One cannot
transfer one’s signature.

A valid digital signature can be produced by anyone who is able to obtain the means. That is inherently possible.

*  Handwritten signatures (or seals in Japan) proved to be both ‘long-term stable’ and ‘long-term reliable’. That is not be-
cause of their infallible nature. Rather it is because of the society has learned to cope with their imperfectness.

There is no clueof digital signatures being ‘long-term stable’ or ‘long-term reliable’. Society had no learning period yet.

Another cultural gapexistsbetweerthe promotersof digital signaturesvith their hierarchicalapproachesn the oneside,and
the internet communities with their systems of self-regulation on the other side.

Of which kind are the issues?

*  The history of the internet is a history of communities. Inside the communities governance of (multiple) identities and
self-regulation is given.

The digital signature approachlacks history and self-regulation.

O Internet inhabitants interact in networks (communities) with self-defined and self-enforced rules. These rules are not
framed by traditional borders or legal boundaries.

Today'’s digital signaturesrequire hierarchies. They introduce rules of their own without taking notice of the already
given social structures on the internet. The regulation is done by law.

*  Trust is not a matter of technology. Trust is a quality of human interadmenable trust not the same as to enable
technology.

Digital signatures provide technical security in technical interactions. They do not enable trust.

*  Good governanceshould respect the already given cultural diversity. The internet is a space where the concept of ‘iden-
tity’ is different from its real world counterpart. People can have more than one identity on the internet. They heavily
make use of this feature. The internet users favor subsidiary solutions over ‘one-fits-all’-approaches like digital signatures

It is not recognizablehow today’s digital signatures will respect the already given cultural diversity. They are focused on
to "heave" the concept of ‘one single legal identity’ onto the internet with it's ‘multiple identities’.

*  The internet needstransaction security and reliability.

Digital signaturesaccording to law provide legal security.

There aremoreissues But the onesgiven hereshouldbe sufficientto give anideaof the problem.The list might serveasa
startingpoint for further investigationsFutureplanningsfor electronicsignaturesystemsshouldbe examinedwith respecto
their cultural compatibility.

Summary and Prospect

It is not necessarynor evenreasonabléo assumethat e-commerceon the internetis impossiblewithout digital signatures.
‘ebay’ provesthe opposite.And ‘ebay’ is only one example We canfind more.The pointis to focuson transactiorsecurity
and transactiorreliability. Trustin commercialtransactionss basedon thesetwo featuresLegal securityis of lessintereston

the internet.

Important is to respect the cultural constraints. Where this rule is obeyed, success is likely to come (example: Japan).
Reliability and trust on the internet may be established through (among others):

*  Communities with a social memory (withesses)

*  ‘Multiple identities’ (pseudonyms) with a social history

*  Social control and self-regulation (checks and balances)

O Risk management strategies including cost-benefit-analysis, escrow, insurance, mediation and arbitration

Here we see a promising direction for further developments.
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That is not to saythatdigital signaturehaveno placein theinformationsociety.Thatis to saythatalot of placesontheinter-
net do not require digital signatures.

" Cyberspace is not a place. It is many places. The character of these many places is not identi-
cal." (L.Lessig: Code..., p.63)[17]

One should carefully examine where digital signatures are appropriate - before relying on them.
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